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AN ASYMMETRIC DATA CONNECTION 




The present invention relates to apparatus for an asymmetric data cormection, and to a method 
of estabUshing an asymmetric data connection. 

Increasingly, there is a need for high bandwidth data connections. Frequently, however, the high 
data bandwidth is only required in one direction. For example, in video-on-demand (unicast) or 
multicast applications, it is necessary to send high bandwidth video data from a central server to 
one or more remote users. However, the remote users only need to send low bandwidth signals, 
for example requesting a particular selection of video data, and thus do not need a high 
bandwidth return path to the server. In these circumstances, clearly economies may be made by 
providing a high bandwidth data path from the server (at the head end), but providing a relatively 
low bandwidth return path for data from the remote site to the head end. Thus, the concept of 
an asymmetric data connection, where the data bandwidths in the outgoing and return paths are 
not the same, has arisen. 

The present invention is particularly concemed vdth the type of asynchronous data connection 
where a high bandwidth path is provided via satellite (typically using asymmetric transfer mode 
(ATM)) and a low bandwidth return path from a remote site to the head end is provided typically 
using a PSTN modem. 

It will be appreciated that a typical customer of an asymmetric data cormection v^U not require 
a permanent high bandwidth connection. Thus, it is desirable to be able to switch the high 
bandwidth connection between different remote users on a time-distributed basis. For example, 
a user may v/ish to have a video feed for one hour a day, or may wish to transmit a large amount 
of data, perhaps to set up a new remote server, on a one-off basis. 

Prior art asymmetric connection arrangements have introduced a significant re-configuration 
overhead where the identity of the remote receiver or remote user is to be changed. Thus, it has 
been uneconomic to permit frequent changes of the identity or location of the remote user. 
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According to the present invention there is provided apparatus for an asymmetric data connection 
comprising a head end router coupiable to an ATM permanent virtual circuit (PVC), a PSTN 
modem coupled to the head end router, a plurality of downstream routers each coupiable to the 
ATM PVC via respective ATM interfaces, and a plurality of downstream PSTN modems each 
coupled to a respective downstream router via a respective serial interface, each ATM interface 
of each respective downstream router being allocated, in use, a respective IP address in a single 
subnet, and each serial interface of each respective downstream router being allocated, in use, > 
a respective IP address in a single subnet. 

By arranging for the ATM interfaces and the serial interfaces each to be allocated IP addresses 
in the same respective subnet IP routing is simplified. Thus, a changeover of intended recipient 
of data passing along the ATM PVC is readily achieved. 

Preferably each downstream router is arranged to receive data over the same PVC, the IP address 
carried with the ATM data being used by each downstream router to determine whether the data 
is valid for that user. This avoids the need to change the configuration of the PVC each time a 
different customer at a dovmstream router requires data via the ATM connection. Since the 
ATM pipe between the head end router and the downstream routers is likely to pass through 
several switches, there would be a significant reconfiguration and checking overhead should the 
PVC need reconfiguring each time the user changed. 

Preferably, the head end router includes a modem address mapping table operable to map the IP 
address of each of the said serial interfaces to the respective dovmstream PSTN to which each 
serial interface is connected. This allows the head end router to dial the relevant PSTN modem 
connected to the serial interface of the downstream router when data for the IP address of the 
relevant serial interface is received. 

By arranging for the head end router to dial the downstream router (rather than vice versa), the 
head end router has control over the PSTN link, which means that one customer's modem call 
does not block out the next customer's call. As a corollary to this, the modems on the 
downstream routers should preferably be arranged not to attempt to dial the head end router since 



doing so could block calls being made from the head end router to another downstream router. 

Preferably, the head end router is arranged to cause the head end PSTN modem to establish a 
connection with a predetermined one of the downstream PSTN modems using the modem 
address mapping table when, in use, a predetermined activation packet is received by the head 
end router for routing to the IP address of one of the serial interfaces. 

Thus, to activate a connection with a particular downstream router, it is only necessary to send 
an activation packet to the head end router having an IP address of one of the serial interfaces of 
the downstream router. The activation packet may, for example, be a "ping" packet. Receipt by 
the head end router of the activation packet causes it to dial the relevant downstream router (via 
the PSTN modems) and establish a connection over the PSTN. Thereafter, the downstream 
router may request information using the PSTN link, and the information may be transmitted as 
data over the high bandwidth ATM link. 

The particular advantage of this arrangement is that it is only necessary to send an activation 
packet in order to change which user is in control of the ATM link. The head end router may 
receive the activation packet, for example from a network management workstation. 

Preferably the predetermined activation packets are supplied to the head end router according to 
a predetermined timetable. For example, a network management workstation may store a 
timetable which changes each user every hour. To achieve the changeover, a predetermined 
activation packet is sent to the head end router. In a preferred embodiment, the activation 
packets may be sent at predetermined intervals to ensure that the PSTN link has not been 
dropped. The head end router is configured to cause re-dialling of the downstream router if the 
PSTN link has been dropped. Alternatively, if the IP address of the activation packet is no 
different to the previous IP address, and the PSTN link is still active, the router need not re-dial 
but may simply send the activation packet along the already established PSTN link to the PSTN 
modem of the relevant downstream router. 

Preferably, the head end router includes an ATM address mapping table operable to map the IP 
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address of each of the said ATM interfaces to a predetermined ATM virtual channel identifier 
(VCI) and virtual path identifier (VPI). In this way. all data addressed to the IP addresses of the 
ATM interfaces is directed along a single PVC by the head end router. This achieves the 
advantage of no PVC reconfiguration when users are changed as described above. 

According to a second aspect of the invention, a method of establishing an asymmetric data 
connection comprises establishing a unidirectional ATM connection between a head end router 
and a plurality of downstream routers, all the downstream routers being connected to the head 
end router via the same ATM PVC, receiving a predetermined activation packet at the head end 
router, reading the IP address of the activation packet and extracting connection information from 
a modem mapping table using the IP address to index the table, and dialling from a PSTN 
modem connected to the head end router to a PSTN modem connected to one of the downstream 
routers using the connection information in order to establish a return data connection over the 
PSTN between the head end router and the downstream router. 

Preferably, the ATM interfaces of the downstream routers are allocated respective IP addresses 
in a common subnet; and, similarly, the modem interfaces of the downstream routers may be 
allocated respective IP addresses in a common subnet. Preferably, the activation packet is 
received according to a predetermined timetable. 

The invention will now be described, by way of example, with reference to the drawing which 
is a schematic diagram of a head end router and downstream routers arranged in accordance wdth 
the invention. 

With reference to the drawing, a head end router 2 is connected to a data source 4 and, via an 
ATM Data Service Unit (DSU) (not shown), to a satellite 6 . Dovmstream routers 8 A, 8B are also 
coupled via ATM DSUs to the satellite 6 and to the head end router 2 via a PSTN return link 10. 

In the drawing, the return link 1 0 between the downstream router 8 A and head end router 2 is 
shown in dotted lines since this is a possible link between the two routers but is not active. The 
active link is that between the downstream router 8B and the head end router 2. 
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All downstream routers (only two downstream routers are shown, but this should be taken to 
exemplify any number of downstream routers, for example, up to twenty) are set to listen on the 
same ATM PVC. The downstream routers 8A, 8B include modems which are set to receive 
incoming calls, but not to dial out. 

The head end router 2 is configured so that it will dial the appropriate downstream modem when 
an activation packet is destined for that router's IP address. The activation packet typically will 
be a "ping" IP packet. 

Activation packets are generated by the data source 4 which may, for example, include a network 
management workstation and are generated when it is desired to change the customer. Activation 
packets may also be generated on a periodic basis in order to ensure that the PSTN return link 
is still active. 

By way of example, typical examples of IP address allocation for the head end router 2 are 
shown below. 

For the ATM interface, one subnet is allocated v^th an IP number for the head end, and with an 
IP number for each potential customer. The mapping maps each IP address of the potential 
customers to only one PVC. The statements might be as follows: 

ip 10.1.1.2 atm-vc 111 broadcast 
ip 10.1.1.3 atm-vc 111 broadcast 
ip 10.1.1.4 atm-vc 111 broadcast 

Thus, all IP addresses of the ATM interfaces of the downstream routers 8 A, 8B etc. are mapped 
to VC 111. The label "111" refers to a particular VCWPI combination defined elsewhere in the 
head end router configuration. This allows each of the downstream routers 8A, 83 etc. to 
"listen" only to one ATM PVC. 



The serial (PSTN) interface of the head end router 2 is allocated v/ith one subnet with an IP 
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number for the head end, and with an IP number for each potential customer as shown below. 
#A, #B, #C etc. are the respective modem telephone numbers of the downstream PSTN modems. 
Thus, the sending of an activation packet causes the head end router 2 to dial the relevant 
telephone number of the relevant modem according to the above mapping. In this way, the 
PSTN return link 10 is set up with a particular downstream router 8A, 8B etc. 

dialer map ip 10.1,2.2 name A modem-script dnum #A 
dialer map ip 10.1.2.3 name B modem-script dnum #B 
dialer map ip 10.1.2.4 name C modem-script dnum #C 

In use, to establish a link with a particular customer, an activation packet is sent to that 
customer's PSTN IP address to establish a return link 10. The customer may then make requests 
for desired data which will be returned to the customer over the ATM link via the satellite 6. 

Since all customers are "listening" to the same ATM PVC, the only change which is required to 
enable a different customer to receive data via the satellite 6 is to send an activation packet 
having that customer's PSTN IP address. This causes the head end router 2 to dial an alternative 
modem, and to establish an alternative return link 10. 

A range of subnets is allocated for Ethemet, and other interfaces on the downstream interfaces 
of the downstream routers 8A, 8B. IP routes are arranged to go via the appropriate ATM 
address. Thus a suitable mapping is 

ip route <A address range> 10.1.1.2 
ip route <B address range> 10,1.1,3 

This causes a particular IP address range to be routed via a particular downstream router using 
the IP address of the relevant ATM interface. Thus, data for -downstream interfaces on a 
particular downstream router will automatically be routed via the correct ATM PVC to the 
correct dovmstream router. 
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At the downstream router, all upstream subnets are routed to the modem port. This provides a 
router for data being send out from the router. However, all addresses allocated to other 
downstream routers are routed to null. Thus, if data is still being passed over the ATM link via 
the satellite 6, from a previous customer, the high bandwidth data is not retumed over the low 
bandwidth PSTN link, but instead is routed to null. 

The routing to null is necessary because, on changeover of customers, it is possible that a 
previous customer's data source will continue to send data over the ATM link (i.e. data having 
the IP address of a particular ATM interface of the customer's downstream router). For 
simplicity's sake, the head end router 2 does not filter that data, but simply passes it along the 
ATM link. Thus, if a previous customer's source application is badly behaved, it may continue 
to send data after its access to the ATM link and its downstream router have ceased. If the 
downstream router of the present customer were to attempt to pass that data back via the PSTN 
modem, it would be necessary to buffer large amounts of data at the present customer's 
downstream router since the data flowing into the router from the ATM link will enter the 
downstream router at a much higher rate than it can be retumed via the PSTN modem. Hence, 
the need to route all data destined for other downstream routers to null. 

The apparatus may be used with multicast data. One feature of multicast data is that the protocol 
independent multicast (PIM) algorithm attempts to find the shortest route for data, and avoids 
duplicate routes. It will be appreciated that the router is configured such that the route back to 
upstream IP addresses is via the PSTN modem (as described above). The PIM algorithm, 
therefore, will discard multicast packets received via the ATM link, since it will prefer multicast 
packets received via the PSTN link which is configured as the direct route back to the source of 
the multicast packets. Clearly, this is undesirable, since the ATM link with its high bandwddth 
is much better suited to the transmission of multicast packets to the downstream router. In order 
to overcome this problem, multicast packets are "tunnelled", in the sense that those packets are 
vvrapped inside unicast packets. This has the effect of allowing multicast packets to be routed 
along the ATM link without PIM discarding them on receipt. 



A tunnel is allocated to each customer. Each tunnel runs from a common IP address on the head 
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end router 2 to the loop back interface on each downstream router. 

In operation, all tunnel and routes are left active all the time. To select a particular customer, a 
ping packet is sent to the relevant PSTN IP address. Once the line is active, the customer can 
route packets back to the head end. This means that unicast applications like FTP begin to work 
immediately. The tunnel interface mentioned above, becomes active as a PIM neighbour and 
multicast begins to work. 

To select another customer, the head end router 2 pings the new customer, thereby disconnecting 
the first customer, because the return PSTN link is dropped when the new customer is dialled by 
the head end router. 

To maintain the link to a particular customer for a desired length of time, the following three 
strategies may be used;- 

1 . Set the time-out to be very long on the PSTN interface, and terminate sessions by pinging 
an alternative customer; 

2. Set all traffic to be activation packets, so that the interface never times out, and again 
ping an alternative customer to terminate the first customer; or 

3. Set the timer reasonably short, and keep the PSTN interface active by pinging at intervals 
shorter than the time-out of the interface. 

At the customer end, when an incoming modem line becomes active, all unicast applications 
begin to work. After a short time delay (typically about 2 minutes), multicast applications will 
begin to work. The time delay is caused because three PIM updates are required before the 
network accepts that a new multicast node is active. The PIM updates are sent at 30 second 
intervals, and thus at least 90 seconds must elapse before multicast applications will begin to 
work. 
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It will be appreciated that PIM updates for other customers will be received over the ATM link, 
since all tunnels have a common start point at the head end. It will be noted, however, that the 
traffic level will be low as a result of these PIM updates, and also that all traffic for other 
downstream routers is routed to null as mentioned above. 

Sensitive data may be encrypted, so that it cannot be read by other receivers, since it will also be 
appreciated that all routers receive data for all customers. However, the data will only be 
available outside the downstream router if it is destined for a downstream IP address according 
to the mapping described above. Thus, only if the security of the router is cracked, will 
customers be able to receive other customers' data. This also applies to multicast streams for 
other customers, since they will have the "wrong" unicast address, and cannot be received by 
another customer imless the router configuration is changed. 

As mentioned above, if data is particularly sensitive, it may be encrj'pted and public keys may 
be exchanged between the head end router 2 or the data source 4 and the downstream router or 
data sink. 

Optionally, multiple users may receive multicast broadcasts, although only one user may have 
access to the PSTN return link and, therefore, will have control over what data is sent over the 
multicast link- 
Thus it will be appreciated that the present invention avoids the need for complicated changeover 
procedures, it avoids the risks associated with frequent reconfigurations (which is especially 
difficult when reconfiguring remote sites), it makes efficient use of IP address space compared 
to individual subnets allocated to each downstream router, and it is able to cope wdth both unicast 
and multicast traffic. 



# # 
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CLAIMS 

1 . Apparatus for an asymmetric data connection comprising:- 

a head end router couplable to an ATM PVC, 
a PSTN modem coupled to the head end router, 

a plurality of downstream routers each couplable to the ATM PVC via respective 
ATM interfaces, and 

a plurality of downstream PSTN modems each coupled to a respective 
dovmstream router via a respective serial interface, 

each ATM interface of each respective downstream router being allocated, in use, 
a respective IP address in a single subnet, and 

each serial interface of each respective downstream router being allocated, in use, 
a respective IP address in a single subnet. 

2. Apparatus according to claim 1, wherein each downstream router is arranged, in use, to 
receive data from the head end router via the same ATM PVC. 

3. Apparatus according to any preceding claim, wherein the head end router includes a 
modem address mapping table operable to map the IP address of each of the said serial 
interfaces to the respective downstream PSTN modem to which each serial interface is 
connected. 

4. Apparatus according to claim 3, wherein the head end router is arranged to cause the head 
end PSTN modem to establish a connection v^th a predetermined one of the dovrastream 
PSTN modems using the modem address mapping table when, in use, a predetermined 
activation packet is received by the head end router for routing to the IP address of one 
of the serial interfaces. 



5. 



Apparatus according to claim 4, wherein the predetermined activation packets are 
supplied to the head end router according to a predetermined timetable. 
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6. Apparatus according to any preceding claim, wherein the head end router includes an 
ATM address mapping table operable to map the IP address of each of the said ATM 
interfaces to a predetermined ATM VCI and VPI. 

7. A method of establishing an asymmetric data connection comprising 

establishing a unidirectional ATM connection between a head end router and a 
plurality of downstream routers, all the downstream routers being connected to the head 
end router via the same ATM PVC, 

receiving a predetermined activation packet at the head end router, 

reading the IP address of the activation packet and extracting connection 
information from a modem mapping table using the IP address to index the table, and 

dialling from a PSTN modem connected to the head end router to a PSTN modem 
connected to one of the dovmstream routers using the connection information in order to 
establish a return data connection over the PSTN between the head end router and the 
downstream router. 

8. A method according to claim 7, wherein the ATM interfaces of the downstream routers 
are allocated respective IP addresses in a common subnet. 

9. A method according to claim 7 or claim 8, wherein the modem interfaces of the 
downstream routers are allocated respective IP addresses in a common subnet. 

10. A method according to any one of claims 7 to 9, wherein the activation packet is received 
according to a predetermined timetable. 
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ABSTRACT 



Apparatus for an asymmetric data connection comprising a head end router (2) couplable to an 
ATM PVC, a PSTN modem coupled to the head end router, a plurality of downstream routers 
each coupiable to the ATM PVC via respective ATM interfaces, a plurality of downstream PSTN 
modems each coupled to a respective downstream router via a respective serial interface, each 
ATM interface of each respective downstream router being allocated, in use, a respective IP 
address in a single subnet, and each serial interface of each respective downstream router being 
allocated in use, a respective IP address in a single subnet. A method of establishing an 
asymmetric data connection is also described. 
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